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Winterkongress 2019 Programm Tickels Vortrage Sprechende Ausgabe ~

Vortrag  Einstieg
Was macht "gute" |oT Produkte aus?

Thomas Amberg

Beginn um @17:00 Uhrim Raum © Erkerzimmer (1. 0G) , Dauer: & 30min

Der loT Hype hat den Hohepunkt I&dngst (berschritten, aktuelle News sind vor allem negativ:
Gerate spionieren, Firmen verlieren Daten, Produkte passen nicht zusammen. Mit betteriot.org,
initiiert von Alexandra Deschamps Sonsino und Usman Haque von loT Landon, versucht eine
internationale Gruppe zu definieren, was “gute”, vertrauenswiirdige Internet-verbundene
Produkte ausmacht. Thamas Amberg von loT Zirich gibt als Core Contributor einen Einblick in
diese bottom-up Community-Initiative.



S 08 () e drmn x -

‘. -%

O om iles iR nl wnic e, o ©oof

Better loT 0
Shattariot Assess your product How we got started? Blog Contact us

Making good design actionable.

Better |oT {formerly known as The Open Internet of Things Certification
Mark) is a community-led effort to help startups and SMEs design better

connected products.

Q
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Create 3 Meetup

Internet of Things London

Londaon, United Kingdom
12,412

t‘ ¥ ANexandrs Deschamps-Sonsing

Yed'rea maman

“*  London Internet of Things Meetup 77: Spring i
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Create 3 Meetup

loT Zurich

Zurich, Switzerlsnd
1,896

Thamas Amberg 510 1 athar

Next Meetup See zll

Morcay, March 19, 2013, 6:30 P
19 ' '

“* Open #iotmark for connected products Otenizer ol :
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. Alexandra D-S m ;
& Sictwatch

For those who missed it, | wrote some
thoughts on the current state of @iot mark
a certification mark for #iot

CURCAR* SEN

g o

What does it take to make better connected products?

This time last y=ar, Usman Hacos and | vere remindec that it nad base almos: five
wears sinne cur "Opae Inlerne ! ol Things Dele lion'...
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buff.ly/2n2gCJ2 *A simple looking #iot label
designed after nutritional labels. (A solid
approach, | believe, but the devil is in the
details.)

loT Facts

Overall Thing Rating yriryririy
Fxpiration Date  MM/DD/YYYY

Risting Meoakdown
Security W
Privacy WK
Connectivity WG

Interoperability  ¥yyryryryy

Standards g ko ook g
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Creation

.

Appropriation

> Sharing

—_—

< Distribution

Figure 5: Semiotic square of virtuose creation

The first striking difference 1 observed here is that the direction is inverted. The

cirenlarity snggests thar ARFHOMENT Tepresented can hie & st

ing poins for agencies

AL Toens Hn Ihe process ralhse ihan o foal vesull. '|'he ideal starking point is Sharing

which, in the semniotic square formulation is the node frthest from Appropriation.
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Connected product

The entirety of one or more devices, gateways. backend. apps and the services they represent.

Eq.

Philips Hue. "smart lighting"

Kindle, "never be without a book"

Good Night Lamp, "share your presence"

Alexa. "control your home, using just your voice."
Safecast, "crowd-sourced radistion ground truth”™

Device / Thing / Produet

A physical device with connectivity. an embedded computer, sensors and actuators.

(Some devices are "product + connectivity", others are rather "service avatars". The term
product becomes ambiguous given the above detinition, so the term device is preferred.)



Principles  Privacy
Interoperability
Openness
Data Governance
Permissions & Ownership
Transparency
Security
Lifecycle

() DO
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Pullrequests Issues Marketplace Explore

' betteriot { betteriat-principles @ urmatch~ o W Unstar 73 Yreck ©
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Better loT Principles

Satter loT ifks Opan loT Certification Mark) Principlas - Juna 13th 2078

This work by bettenct.org is icensed uncer Creative Commans BY-5A 4.0.

Introduction

This is 1he atest version ol o woarking decument 1o desesop a cadificalion mark Tor connecled products by 1ol cammenily
members weddwide, This 1 a work in pragress and yau may commeant Treely, join the cenvarsation oo Slack, sign up 1o our
nevsletter or glve us feadback inwriting {alex@iat. .ondan) or on our monthly open calls.

This 1o =1 <o ol nrineieses: Thal wwes think = veticless — a1 econnectesd orocoe! eranulactorrg . vy e Tevmedms —wotled e toomake o
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Better loT Principles

March 9th 2018
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Testing 1, 2, 3. #iotmark #iot #tools
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; Albrecht Kurze
SalbvechtKurze

| just made my @iot__mark card set- having
them ready for an #loT workshop at
@Miteinander_TUC. Thanks to @iotwatch of
@KnowCards for the template. Download
yours: github.com/openiotmark/io... |
slightly modified my set (colored backside).
#iotmark #loTcards #loTtools #loTworkshop
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Privacy Build GDPR compliant
connected products.
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. Chris Adams Foliowing B9
Smrchrizadams,

Are you in Berlin on April 21st? If you're
thinking about GDPR (and if you store *any®
data that can identify people, you should be),
come to #OMGDPR, a free community-run
unconference about making it work in your
organisation. bit.ly/omgdpr-tix

RT for reach folks!

OMGDPR

|
|
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. Steven Frank & s
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There’s a crew of us at Panic evaluating the
EU GDPR regulations and what we might
need to do to comply and can | just say how
much easier life is if you simply have humane
business ethics in the first place.

T03FM -3 Apr 2013

weoiemects s62lke: @ T3 B P SHPOD

G 7 118 @ 562 (2

CRRCAR S

l wetl your reply

e Jonas @enonaisk - 18h
Hepving to Shatevent
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Yaler.net Status Docs &Help  Pricing & Signup  Log in
Privacy

v1.0, 2018-01-03. For updates, follow @yaler.

In general
We do not use any third party tracking services.
We try our best to minimize the data we collect.

We keep access logs to our servers for 10 days.

Analytics
Our site www.yaler.net logs the time, IP address, user agent, path and status for 10 days.
The status.yalernet subdomain is served by a third party with their own privacy policy.

The *.* yaler.jo subdomains accessible via our relays are served by third parties, too.



Interoperability Document the API

of your device and
backend.

NS 0)
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Home

Getling started

Application Dasign
Guidance

Philips hue AP

Terms of use
Find Angwers

Philips hue devslopars &

8pps
job Vacancies

Farnsm

Philips hue API

| ull AR Documentalion

The full AP documanlation is only available Lo regislersd users. Pleass (ogin or registor 1o view the ull AR|
documentabon arnd become a member of our exciling hue communily. ILenly lakes a lew seconds.,

See wnat you can do

,
- g

Your feedhack fallowing our hue launch vwas clear, You want 1o use ‘ight a3 you vaant . Here we provide you some
material ta do so. The hue bridege has a powerful REST interface, which behaves like 3 simple web service. e
it 23 your taol. We hope this will help you 1o tnuty us2 light a3 you want 4, by making new appa. wehsies and
digital inataliations; integrating hue inte something else or just playing around.

Gelling slarlec

We've started off by releasing the core parts of aur bridge interface along vith some easy ta follew examples for
howe to use them. This shauld be enaugh ta get you up ard rminning cantrolling lignts from yvour apolications.

s Learn how hue works
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a Dana M. Lewis | #OpenAPS T &

Scararmlowis

Also, here's what a modern #0OpenAPS
rig looks like :) cc @Berci

#OFENAPS "RiG"
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a Dana M. Lewis | #OpenAPS [ &
Soaramlewis

Been looping (aka, using DIY closed loop
artificial pancreas, aka #0OpenAPS) for
multiple years. Still so incredibly thankful this
tech makes diabetes not a blip on the radar

with my (crazy) travel schedule. Much 7 to
the community that helps make this possible.
#WeAreNotWaiting
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OpenOmni

BOUNTY SOURCING THE CREATION OF AN OMNIPOD

PLUGIN FOR THE OPENAPS PROJECT

Understanding that the Open Source warld Is based on scratching your own itch, here's some scratch, We
have placed a bounty on a working, accepted plug-in for the Insulet OmniPod into the OpenAPS Project.

To be complete, this means that the project would use COTS hardware and Cpen Source software Lo
communicate with the OmniPOD device placed an a T1 patient, contraliing temporary basal rates 1o control
blood glucose ievels. This work will be delivered open source and will be shared and reviewed by existing
members of the OpendPS community. If multiple people are part of the submittal. they can agree on a split,
or on a charity to receive the funds,
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OUR WORK TID RESOURCES GET INVOLVED NEWS AAQUT

JDRF Announces New Initiative to
Pave Way for Open Protocol
Automated Insulin Delivery Systems

—Initiative encourages manufacturers o give vsers greater control over insulin devices;
J4DRF to provide funding, support with regulatory, iability hurdies—

NEW YORK, October 18, 2017 12121 tha lexding alcasl arganization uraine wyoe 1 dialbstes { 10) 232arch,
for arshicinl peacrsas (4))

aent of open protocals

TanneL siog 3 neaw 1 tabve that o g Rl s

achnolocy.

~ar more than a decsde, JUb 4 has plaved a leaders ip 162 In accs 02TinG 012 deve spmant anc
curnrmercializstive o™ &2 vestaems thal 2o lomeste i-solin delivery, daet ning & rozdimesn for ineoezsing ¢
zaphisticoted syzte == thar waud, with aach ganarat an, ~arcva cotoamas anc rac.usa aurdan for aecpla @ th
TOL o, U lirsl conmmercial system, which bas Leen shown o grovde @ gnit want b2t Lo secple v Lh
dinharas is on the mar<et, <=4 othar systems are in develonment
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ADMINISTRATION

Horme | Mood l Crugs | Medcd Devices | Radistiver-Emiling Producls I Vavunus, Bleod & Soogics | Aaind & Velerinary | Cosmstics | Tobsooo Producz

FDA News Relegse
Incgtiriasg

FDA authorizes first fully interoperable
continuous glucose monitoring system, o
streamlines review pathway for similar devices © 200402157

wea

For Immediate arch 27, 2016 Consuniste

Release L OESY INFO FIA

Release Tha U.S. Food and Drug Adm ratretion 1edsy permitted merketing of the Dexcom
GE inlegraled corlinuows glucasae monilaring J0GM) systern for celermining blood Related Information
glucoss {sugar) =wvels in childree aged two and older and sdults with ciabates. This
2 the frst type of continuous glucose menitedng system permittad by the agenay 1o » Ulabates Intoematina

be used as part of an integrated systam with: other compatiole rmedical devices and
sectronic inter'acsa. which may Include sutomated Insulir doaing systems, inaulin
oumps, dlocd gocose rmelers or oltve eleclron e devices used Tor caboeles
manaagament. Todav's authoszation alao caseidiae this new tvoe of davicsa inclass |l

o Medical Doy oss

+ CDAH OMhize of In Vikw
Diagnaste Jevize Evaluatan

Y T AT



Openness

Consider open sourcing
your device hardware,
software and backend.
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The Things Network

The Things Network is a
fobal, crowdsourced, open.
free and decentralized

internet of things network.

Creglud by

Wienke Giezeman

934 backers | edge £295,537 to balp
aring this aroject to life.
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“\ CONSOLE Applications  Gateways ‘ tamberg

COMMUNITY
ECITION

Applications &2 tamberg-app Devices £ tamberg-mkr1300
Device Address

<> = 26012D6B E]

Network Session Key

—e
<> b o #0800, Rae Nele &, 0 e 6 A eUe e &5 Al we e e e s

(%

App Session Key

s

-
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O Tnis repository Ses Pull requests Issues  Marketplace Explore

T hel'hingsNetwork / itn & 'wWatch » 69 % Unstar 247 % Fork 197

< Coda ssues 43 Pull reqquests 1 Projects o Wikl nsients

The Thirgs Nelwork Stack V2 htlps:/fweawlhethingsnelwork.org

e inteeret-of-things loesvan o netvaark-seoves gulang DIeN- Sauree loma serves loroevin-serves

0 3,127 commts 12 branches 23 releases AL 20 cortributors AT

Brarch: develop ~ New pull requeast Creste new file  Upload files  Find file ' Clone or downiosd ~

,l, Johanstokking commated ¢n 19 Jan Meege pull reguest #6582 tom TheThngsNeworkteatunsied-<2-data-"als - Latest ool d=87cda o 1° Jan
o .cny Add localhost IPs 1o certiticates A monithg aco
B cthub Upcate README, CONTRIBUTING and ISSUE_TEMPLATE 10 mentns ago
W amap Ada dewils ta matt/amap errars 10 mantns ago

. oapi Fix lecking for conn clasing 3 montns 3o
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Choose an open
source license

Which of the following best
describes your situation?

I

Iwantit
simple and
permissive,

Tha MIT Liconse 5 n
paiszive liacrac that 5
sher and o 1he point it o=
pecp e go 3ratirg iy
WHnL ve Ll vour suks s by
= e oy s il
Bac oWt At sont aakd
ECTRETIEY

9

I'm conocerned
about patents,

T Apache Uconse 2.0
2 pamrizehe lloarec smilas
1o the MIT Licerse, bos asa
ardus a=n expess yram of
pebeer kit froen
o irBiuloes O usrs

Andrald, Apacho. and
Swifl vz s Apache
licwes 70

—

Icare about
sharing
improvements.

Trrs GNU GPLY3is
supyhk’t Fosnes et
MEIARA AR who
chednutes yaur coda ana
dredeava work to makc the
ZoJnr valebh e urds the
2T TS, 2 3o
prov dees an expnees grart of
soglsert] rrdrlise Trrwry

@ﬁnmuuLL‘u‘a‘a b

O & Secua WEEA AR AOOE Ot hiooes)! & N

License Features

Yeur sheices an this pesel wil spdate be alhiee savels an this pege.
Allow adaptations of your work to be shared?

Yes e © Yes, as lang az cthers sham alks

Allow commercial uses of your work?

O ve3 o

Selected License

Attribution-ShareAlike 4.0 International

©® O
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Sjuerglshni

Let's talk about open-source. I've been
developing and maintaining @PaperJdS
for years. It has 8700 % on GitHub.
Multiple big companies have done
projects and products with it. Yet
donations and sponsored features are
very few, and | need to accept other
work to sustain a living.

03 AN - 16 Jan 2013

148 Relweels 271 Lkes ‘ ‘_&, i g ‘ ‘ 00 &

Q19 1o 18 @ 271 =

l Twnat vour reply
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SAFECAST NLWS  MAF ABSU ¥ DAlAY SURRCRIE DFE Q

- oor

OPEN ENVIRONMENTAL DATA FOR EVERYONE

Safecastis a globa! voluntercentared citizen scisnss orpjecl vorking Lo smpawser peoeo's wilh dala aboul their @nviconiments. We belises 2al having

nare freely avalatie apen data < beter lar everyone Dverything vie do is aimed at puting data and data collecdaen know-haw in the hands ol peoapie
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RISAFECAST

DATA

Safecast data is published under a CCO designation

This is a public domain designation and means the data is free and open
for anyone to use under any circumstance. We have done this to enable to
most flexibility in it's use by others. While you are not legally required to
attribute the data back to us, it's a nice thing to do - collecting the data was
a lot of hard work. (Joi Ito has written more about this here.) To learn more

about the other licenses we use please go here.



Data
Governance

Let users export data.

Provide an "offline"
switch, explain the
consequences.

Never change core
functionality.

Icc) DO
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a Sarah Gold
faarzrteold

| think data ownership is the wrong Q, | think
we should be asking how we can each
*control* and have agency over data that’s
about us (nb. this is nuanced - so much data
Is not just about 1 person, it’s about a
relationship/ family/ office)

Martin Tisné <martint z=ne

SABBC A oday | can'l see how dalz cumershin vwosks evss in e msdiom tenn, does
it nel put wresalistic Lorden unto e indvidual consumer’? Eg comaaniss wo hice
Lehing the ecuvalent of abscure | &US Saubmur . Good desian will v
#szrahtgold out not sore thzt will be enough

Show this thread

10:03 A 22 Mar 2018
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Joachim Bondo . !
Follow ) v
Bostaslan : .

Raolyr to Marnl

Oh, didn’t you hear? Danish insurance
company retracts (future) payments to
woman after gaining access to her
@Endomondo profile. Article in @politiken (in
Danish):

Deling af motionsdata koster kvinde hendes forsikring
En kvinde, der fik udbetalt “orsiknng ror tabt erhverveavns, has

Eb fak! sang eller oowis Tor labetone: Traapn.

politiken. di

11:47 504 - 20 Mar D168

araweis ik @ P @ DE &

Vo8 ap (B ¥ i ~A4
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US military reviewing security practices after
ﬁtness app reveals sensitive info
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Internet of Things

Is the Amazon Echo mic mute a hardware switch?

18

I recently got my hands on an Echo Dot,

I'm hesitating to install it, since I'm concemed about my privacy.
According to Amazon's privacy notice, they may use all data they
capture,

I'va noticed that the Amazon Echa comes with a mic mute hutton, which
would ba perfect for cutting down on voice data. But since Alexa is
closed-source, | wouldn't be convinced that this button will keep my mic
off under all circumstances.

Is the Echo mic mute button a software or hardware kill switch?

My searches didn't tum out much, mainly because the web is filled with
low-quality news and non-technical articles,

Thomax

Rt dn N

asked 3 months ago
viewed 5,775 times

active 3 months age

Related

a4 Making Amazon Echo { Alaxa work
oulside of US, UK, Germany and
Canada

21 I3 the Amazon Echo 'ahways listen:ng'
and sending data to the cloud?

“d How to change the Amazon Echo
waksa word?
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Subscribe Past Issues Translate ~

Or take the case this week of Sonos updating its terms of service to gather more data
from users ahead of building out integrations with smart home products like the
Amazon Echo. Sonos changed some of its privacy practices to ensure it could gather
certain data from its connected speakers. Users could opt out, but it meant that in the
future their Sonos devices, which could have been purchased years ago, may one
day “cease to function."

Sonos customers are outraged. The idea that @ company could break a device that
you purchased years before simply by updating its terms of service was not
something consumers have ever considered.

And therein lies the problem. At this moment, we're turning our hardware into a
platform for software and services, but we still have a mindset that because we own a
physical object, we own the functionality associated with it. The Tesla and Sonos
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Jared Spool -

Fimsaool

Users don't hate change.

* Users hate when you take control from
them.

« Users hate when your change shows
no value for them.

- Users hate when they’ve invested in
learning your design, only for you to
disregard that investment.

Users don’t hate change.

It’s you, not them.

2Z5PM -4 Apr 2018

) Follow S
\. /

Thoamax
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Permissions &  Allow users to switch
Ownership service providers.

(c) ®O



L - e ~

< @ Secuw bHps(hdaancl.eegiabour

About Tidepool

Tidepool is an open source, not-for-profit company focused on

liberating data from diabetes devices, supporting researchers,

and providing great, free software to people with diabetes and
their care teams.
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However you see your #Dexcom data, we've

got options for you to see your data in
Tldepool bit.ly/2ABhQUn
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Kudos to @contourascensia (formerly
Bayer) for always making device protocols
openly available. bit.ly/2yEVZBB #diabetes
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Transparency

Make legal implications
of product usage clear.

State how long you will
support the product for.

() DO
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BTi\ EU Roaming Regulations

To comply with EU regulations BT have introduced the following changes that impact mobile usage and associated
charges when travelling within the EU {excluding the UK).

1) A welcome SMS will be sent to all customers within the EU
This will natify customers of the EU charges that wil! be incurred when:
* making ar receiving vaice calls
* sending or recewing texis (SMS)
= sanding or recaing pictura messages (MMS)

e sending or recening data (mobile internet)

2) Price reduction introduced for rcamed calls and SMS originating and terminating within the EU.
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@@ Good Night Lamp”

The Good Night Lamp works in the following countries |even when you move!)

Africa

Benin

Cape Verde

Democratic Republic of Congo
Egypt

Gambia

Ghana

Kenva

MENU



§ cudngi YourPlmCus o X

(D W icuaanhlaam

Koubachi will retire

After the acquisition by Husqvarna Group and the availability of the
GARDENA smart systern, Koubachi discontinues selling own products,
The Koubachi servers will go through a sunset periog of 3 years. You
have our guarantee that we will not shutdown our systems before end
of 2018.

A journey ends and a new one begins

After being acquirec by the Huscvarna Group, Koubachi is
now part of the GARDENA sear system tearn. Koubachi will
continue to innovate and shaoe the cardening of the future.

The last six years iave bean the ras of our ives, e love dang
welicnd e cAu aad st weany reapyv o nee B et o (he
Husquarne femuly. ('my loaking fanvard 2 banging cur
vreifovraonl Toc pxootonl ot prodiels 1o GARDENA
cugramars worka wide.

— G Philipg Gohgey, GFG & Co-Fdundoy ’,

Continued Support & 3-year Sunset
Period

Koubachi will be offarirg support urntil the end of the sunzet
pericd. If you have purchassd & proguct vou can conzact our
suppart ar support@kouback com or via our support poral.
The Koubachi Sarvse will be cperated untl the snd of the
sunsel gariod and than will be snutdown asrmanently.

T %
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Internet

Applications en ligne

|_grafonorg | |

fei

' Reéseau local '
[ Appicati&as ou libraines locales

[ Nabazwars | [ NagGC |

[ NabNet || = ]|

Nabaztag system with OpenNab
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Cessation of service [edi]

Mindscape, filing for bankruptey, discontinued the Nabaztag/tag web
service in late July 2011.018]

Alternative servers are available, including:

e NabaztaglLives.comg?

e NablzDead &

e OpenJabNab @

e OpenNab (written in PHP) &
o Trudyc?

o Other services &

It however should be noted that these services, and others not listed
here, can't support the older Nabaztag.

The older units can currently be connected to a user-driven restoration



Security

Adopt good practices
across hardware,
firmware, user identity
management, admin
functions and backend
services.

Offer factory reset.

c) BB
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When in doubt, encrypt.
When not in doubt, be in doubt.

432 Relweals 587 Likes ° e ' 0 'l ‘ Q Q .g,
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i lweet your reply
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A
PrnTest ParrNers

Factration test T ard secu 1Y Sendacas

ﬂWha ngakés Ec:némér
_ l1oT security so bad?”

Weall xnowe that the majarity b consumear smart loT products arcinsecurs, but wanted to
investipnts WHY security of these devices is so bad.

What are the uncerying causes? Why and how does insecure product gat to market?

1%a ek an tA it ivraratie 1aT candoare Bhacrrhuare 1vantifasc*ivare 1AT intacratare and sl atfarosy

&+ 20 30550500 About  Services

Security Blog DemoVideos Contact C\

Categorics
Shaows il

See the other
cool stuff swe've
been doing...

MARITIME CYBER
SECURITY

Crashing ghips by
hacking NMEA

sentences
26 MAR 2018

Thoamax
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“a»

MARITIME CYBER
SECURITY
Maersk wasn't

hacked
03 APR2018

INTERNET OF THINGS
PTP and Microsoft
to brief EU
Parliament

19 MAR 2018
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20 et H re Best
‘AnaTration 1est

e ard s

Security Blog

Internet Of Things

® Socow hHps eesvipentestpartrarsoamintemat of

INTERNET OF THINGS

PTP and Microsoft
to brief BU
Parliament

19 MAR 2018

About

INTERNET OF THINGS
WHY'is consumer
10T insecurer

07 MAR 2018

INTERNET OF THINGS
Security b
Design. U
firt seah at loT
comsumer
protection isn't
good enough
07 MAR 2013

Security Blog  Demo Videos

Govs'

i

Contact

INTERNEY OF THINGS
Hijacking & rick
tolling a smart
guitar amp

26 FEB 2018

N

The Pen Test Partners Security Biog brings you
the latest news and trends in penetration tasting
and the intarnet security industry,

More about our security blog »

INTERMET OF THINGS
Reverse

Engi ing BLE
from Android
apps with Frida
23 FEB 2013

INTERRET OF THINGS

10T yulns arc
unexploilable by
the masses,
Wiong..

13 FEB 104%

INTERNET OF THINGS
Xi Mat DYR
Revisited

13feB 2018

INTERNET OF THINGS
Haeking / ruining
the Samsung
Stmatt Fridge

14 FEB 2018

INTERNEY OF THINGS

A smart sex tay that pings your employer?
12 FER 2018

INTERMET OF THINGS

Want entropy> Dow't use a floating ADC

input
06 FES 2018

INTERNET OF THINGS

Runtastic deserves more‘heat’ than

Strava!
02FEB 2013
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Application Note:
Mapping the loT Security
Foundation’s Compliance
Framework to the DCMS
proposed Code of
Practice for Security in
Consumer loT

March 7

2018

Applying technical controls from the loT Security Comaliance Framework to

[oTSF Working

meet the DCMS proposed Code of Practice for Security in Consumer o] G roup

Products and Associated Services

Document

N

Thomax
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Internet of Things security best practices

R 01/17/2018 « O 6 minutes to read = Contributors § @

In this article

Secure an loT infrastructure

loT hardware manufacturer/integrator
loT solution developer

loT salution deployer

loT solution aperator

See also

Securing an Internet of Things (loT) infrastructure requires a rigorous security-in-depth

strategy. This strategy requires you to secure data in the cloud, protect data integrity while in

transit over the public internet, and securely provision devices. Each layer builds greate_
& FEEDBACK

cectirity acciirance in the overall infractriictiire
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Meet [ORWL].

[ORWL] Is a tamper proef open seurce physically sacure By design endpaint (ambedding a warkstation
computer) that allows its user to operate work with sensitive and/or veluable data within a potentially
hiostile envirenment.

This physically protected device will instantly destroy &l (hardware encrypted) data [Lcontains a0 the Tirst
physical allempt to Lemper with 1L



LifecyCIe Help users repair things.

Offer spare parts for the
lifetime of your product.

Be transparent about
production processes
and who you buy from.

c) BB
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® Fairphone 2 Repairability Score: 10 out of 10
(10 is easiest tarepair)
The LCD and cover glass are fused, simplifying

-
removal, but significantly increasing the cost of
replacement,

o Themastcammonly failing components, hattery

and display, c.2n he replaced without taols,
o

Intarnal modules ars securad with Phillips 20

screws and simple spring connactars.
a

Individual modules can be openad, and many
companents can be individually renlaced.
e Allbuttons 2nd cablas are easily accessible.

Spring contac:s 2llow tor Future upgrades and
vasy component swaps.
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My ancient Super Nintendo went POP
and died, so on a whim | called the
support number on the back just to see
what would happen.

A nice lady from @NintendoAmerica
spent 10 minutes with me
troubleshooting possible causes. On a
nearly 30-year old system.

A1 18002553700




Similar The time is right.
Initiatives




° Sodbo The ScaramistSte - x

< m Socuv hHpG SuksWpecocamizt.aamicalecransanccd

The
Economist

Sow Bt Boarem Me Fave bledd
The Py o b o e o The
ECONOMISt  wavssmmiinie Economist

hoes 03 A

£02 4024

T LT 1 SRR TN S
4N oo

e Bemian ol L o P
Orwr's ey wen wew

P 10 e gTnd [ ore

e a0omery v e

) yuiial 5 et G-
Q
Bort by Dato, newesn old ::

Ao & v gty ey Bt

ﬂ\(‘ ' Pow b o iy g s P 8
ECONOMIST  conminune

2 U0 OB B U

The battle for
digital
supremacy



B8 O rere-cpntmingema - %

Thomax l

« < m G, Ire. US| pHpa Seitubeomcpen otmarkdabmase parclpiesiekl

Similar initiatives

nupitweicorssmersinternaticos crgimedia)1 54808/ io1-princices v pdt

Securng eoasurme trust in the i@l Frinciples and Recammendatans 2017 - Caranctivity
and Ircluskon; srormation and transparency; Cwrership and use; Security and satety;
Liabdity; Date pratection ard privacy ooling; Camplaints handing and redress; Congeetitian
and choica; Lifacycle

mepsnarparaTralessnk anm2COS N2 MG mwaryaars-tha-dawnirg sae- o ubiquitaus:
computing

Fveryeam rinciplas - (1a no harmy; Gafault to harmiassnes; Ba solf discloang; Bs
congervative of Tece; Be congerysiive of time; B2 derable

mrtpsytavwittavey ngeat comfer-trustman<

& Trustmark for o7 - Gond data peactices; Goad security proctices; Opeaness; Lifseyck:
manaqament; Estasishing that the procticing organization is trustaerthy

mutpsstavw emedsunely.comfabaut

Proclarmation of weer rights - Curiosity; irdepaendence; Assaciatian; Lengevity; Translar,
iszowsa; Privacy; Sacunty

mpsiidacs goegle.camsprescsteelsd u-4g DGR NaL i ISP asw T GOLTITM3MLDBFEIQ
10T Ma< Landacape of 30+ srilar initistives
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Better things is a standard
and a certification system
for connected products.

000006080

Technological Opportunities

Sstizesizn of zazabddnize trat ace Lrizue £y CoTnroted Dhjecis

Context

Haw we | this praduot osegrates o the hves of the prsans usizg ik,

Interusability

he aperaton of the produstin the arger ezospstar =f canrested thngs

Privacy

hr apzhizatizo of priezce merasires m the produst, ecrsysten ans tonpany

Meaning & Purpose

he furctos, contabasion svd = grif cance of e prozus:

Health & Safety

he sredicts sffect os Lom hva b ard safatg af troge alie ps it

Community

Thes affvct of the prados on e ity i whtich o resadden

Cost & Access

S laliiitp ardd crscienifas faermns

Sustainability

Toenian for oneintntaceie uperaleasi®o g ans sor-frienclines
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Future

Spread the word.
Make, learn, share.

Automate assessment?
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Understanding Terms and Conditions

rerms anc conditions are broken — peeple den't have time ta read them and some
companies ues them tor permissicns peop'e would find surprising. Unreadable T&Cs
arent s mesningful, two-way agreement between a person and s compsny, They likely
wion't maet GDPR's high standzrd tor getting consent. What's more, they can be harmful
te o company s boltem ine

Ower the last few weeks weve bren thinking about imaraving terms and conditions.
VWe've bean learning by makirg and ta king 1o sxperts.

Woe started ocut with a tool to parse and display terms

The first thing we did was build 2 prototype to test making it easier for people to read
terms and cenditions oy hignligating cartain werds and parases, for example
'personal information’

Thig was z simple starting point that could lead o more sephisticated raturs] ‘anguage
aracessing and automat o analyais of rerms,
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Your sra hara: frere s b wese s S5 Eecen e s gakrnel

SSL Report: yaler.net (46.137.85.10)
Agsaisod ont Thi, 76 Acr ZD1B 070505 UTE | Hidks | Shensaiadns Scan Another »

Summary
Overall Rating
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Thank yOu. betteriot.org — Slack

I'm @tamberg



